Appendix A to Paper AUD/144/24
Strategic Risk Register

STRATEGIC RISK REGISTER Februrary 2024
SR1 Legal

| DCEO Fallure to comply with the 196 sion of Legal 5 EA Annual Audit Letter Tolerate Contlnue Induction Procass and monitoringof | Guarterly
protection law and other statutory requirements. Member scrutiny through Authority & Committes  |IA Audit Plan statutory changes. Review of data protaction
meetings SMT Weekly Meeting Minutes procedures and arrangements against ICO
Annual Governance statement M Exec Monthly 8 7 5 6 6 1 6 < > Accountability Framework to ensure allgnment
| Park Act Awareness covarad by Inductlons for new with ICO expactations.
! ! siaéd | i o — i i =i
SR1.2 cD €D (SBL) Failure ta comply with Health & Safety legislation Health and Safety management RD/SMT 1/4ly Reports BSC Tolerate | Annual internal Audit & HES Audlt Plans On-going
H&S manual (procedures) regularly reviewed by 3 yr. ext. review | deliverad,

| RDHS who monitor up and coming lagislation. RD Annual Audits
H&S Policy Updated annually M Year Report 9 6 54 7 2 14 { < >

Risk Reduction Plan complete.

External H&S Assessment 5* Annual Report to Audit
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SR2 Contractual

S| iDeadbing for Completpn
ok = boviedon | mrtsams .

'Il.. e ||' — - =F.
”l'.'!uuﬂ;('.mtmk Source of Ascurance I'E:an ].F thar

41l T — — —

SR2.1 HoF DCEOQ/ HoF ' Agreeing to:pt partners’ financlal tarms and Reports to SMT and Members | M Exec onthlv | Tolerate Ongoing resources review for specific projects | Quarterly
condittons that will place an unacceptable long term | Financlal/Legal/Risk Implications fully appraised. LA agreement |
llabllity on the Authority Financlal Appraisal of schernas in accordance with <>
prudential code, I
SR2.2 |CD CD (S&L) ECorltn:r:tms, Governing Bodies, or Third Party All contracts reviewed prior to commencemant by a8 | M Exec Monthly | : A Tolerate | Quarterly Contract monitoring. Executive Quarterly
Operater not delivering agreed objectlves/contract  |responsible officer. Delivery monitored by M Scrutiny 1/2ly 7 5 3 5 6 2 1 2 < > Monitoring
Director/Head of Service and performance
menitoring team Quarterly Performance Reports to
L |8 . s S Ewwme il s & Tepyiiiral O lfbess .
5R2.3 cD HoA Management of Facliities Contracts & failure to Advice and support APMD plus extarnal | APMD Annual Inspections | | | Treat Ongoing Moanitoring Annual Inspections &
maintain assats to a good H&S and oparational contractors. Review. MPG Work
standard Quality contactors employed for maintenance 9 4 3 6 7 1 7 > complete by 31/03/24
through procurement (Price Quality ratlo applled) |
|snz.4 CD/HoF CD{S&L) Contractor stability affected by external influences orineports to SMT and Members M Exec Monthly Treat Quarterly Contract monitoring. ' Executlve Quarterly
national/internationsl conditions prevailing atths | Financial/Legal/Risk Implications fully appralsed. M Scrutiny 1/8ly Monitoring
time Financial Appraisal of schemes in accordance with 9 8 72 8 9 7 2 >
| prudential code.
1!&!.5 [+)] [~ Insufficient wntrlct;rs?lndlrlns for contracts | Reports to SMT ' |smT Month_lv & 1/4ly Reports [ [ I "~ Trest |Review of Procurement procass 31/03/2024
Financial/Legal/Risk Implications fully appralsed. M Exec 1/4ly 4 5 20 5 3 1 5 > Tender Evaluation
Appralsal of procurement procass. M Authority Annual Budget Award of Contract
ST T T ST — ! = 4 ===
SR2.6 cD v} Major equipment or other failure at ane or more Reports to SMT SMT Monthly & 1/4ly Reports Treat | Ongoing Monitoring On-going
vanuas resulting in temporary/permanent cessation |Financial/Lagal/Risk Implications fully appraised. M Exac 1/4ly 9 6 5 4 7 3 2 1 >
of operations Application of Business Continuity protocols. M Authority Annual Budget
— — — — bl it Plap 2 . | { |
SR2.7 cD cD Failure of 1SC contractor organlsation or faliure of SMT Monthly & 1/4ly Reports | Treat Ongoing Monitoring by Authority On-going
LSC contractor to deliver as required by contract M Exec 1/4] Continual review of LSC contractor's financial
! Y M Auth::lt\r.hnhu-l Budget 9 8 72 5 4 20 > paosition ° conReerk e
| ! o — — LA Audit Plan M—— — 1 a1 - e 3 — - 1
SR2.8 DCEOQ HoA Management of Facilities Contracts & failure to Advice and support APMD plus external APMD Annual Inspections | | | Treat  Ongolng Monitoring Implement pre 2020 Annual/ Monthly
maintain assets to a good H&S and operaticnal contractors. PR Monthly inspections condition survey work Inspactions & Review.
standard Quality contactors amployad for maintanance M Exec Monthly 9 4 3 6 5 3 1 5 >
through procurerment {Price Quality ratio applied}. M Scrutiny 1/4ly
Performance department regular inspections carrled
— s = - — ouf - " —




Strategic Risk Register

5R3 Resources
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Razidual Risk Scorm
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aklo | Lesa R‘;::;f‘ih{! Rizk Dezeriptinn | Exfstiag Cont /et Saurce of Ashrates. mgat]) Llatibcad TolalGenes WAGY Inimact: Liwiboad) Totdl Save \RAG. Pragreds | Aetian. | flirthen Actlons eeded o iediice il , ;Eﬂ m"?.f“ IRl
|SR3.1 HolT o LT. infrastructura doss not maet future business Reports to Membars 'SMT Waakly Meeting Minutes . = Treat Procuremant or upgrade Financs systemtoa /033004
HelT need requiremaents. Financlal/Uegal/Risk Implications fully appraised. IA Audit Plan EA Saa$ system,
Authority requires funding for updating or Financial Appraisal of cchamnes in accordance with - Annuai Audit Letter Adopt strategy of moving to hosted systams,
| Improving LT infrastructure prudential coda. > |
IT Infrastructure upgrade comaes from Capltal budget
. + 1 + . — | + —
SR3.2 HolT cD Inadequate LT. Infrastructure/ Systems/Data for  Reports to Exac SMT Weekly Masting Minutes Tolerate |Review for Procurement procass. Review for naw |31/06/2024
HolT new LSC. Financial/Lagal/Nisk Implications fully appraised. I1A Audit Plan Contract post 2020
[ Financlal Appratsal of relocation/updating of EC - LSC Spacification
Authority [T assets < > |
New Usage Countars
Existing IT Infrastructura Budget
SR3.3 CED CED Tha Autherity falls to recrult/retaln staff at all levals Reward & Recognition M Annuai Sickness Report Treat |Ongoing Monltoring On-going
HoHR of the appropriate callbre Training & developmant framework M - Policy Reports |
Managamant Away Days SMT Annual Training panal
Staff prasentations
Internal/External communications 8 8 3 6 < >
Up to date staff handbook |
| Up to date policies |
— | = it Wi, il sl I — - ——
SR4 Financlal Management

Qh‘lcerfs)h _ Risk Description

. HoF Financlal Risks of over/under spent budget through

Existing Contiok:

Source of Assurance

M Exec Iv

SRA.1 HoF Quarterly Budget monitoring reports
non-achievement of income targets or Inaccurate Waekly review against Centre Business Plan targets | M Authority Annual Budget
budget forecasting. Insufficient Resourcas tomest  Medium Term Financlal Plan updated SMT Monthly & 1/4ly Reports
objectives £3-4m Minlmum Reserves Pallcy raviewad |
| Statutery Power to Lavy
i
SR4.2 HoF |HeF |Financial Risks of sither greatly Increased Insurance IBu:l;crt monhtoring reports M Exec 1/4ly
costs or insurers refusal to Insure Authorltyduato  Authority/1SC Contractor {at contract M Authority Annual Budgat
increased risks brought on by prevalling conditions  |commencemaent) monitoring meetings SMT Monthly & 1/4ly Reports
Budget Review 2020/21 complate Madium Tarm
Financial Plan
£3-4m Minimum Reserves Policy
| Statutory Power to Levy
— — I . Flosdass N ndyd -
SR4.3 |HoF |HoF Fallure of GLL to achlieve 90% of Income targat In [Service mestings with GLL M 1/4ly Authority Meetings
Year 1, rasulting in renegotiation of Year 2 MF IQulrtldv Parformanca Reporting M Waorking Groups
M Exec Monthly
| SMT Waekly Masting Minutes
LA In housa
L EA Ext Audit
- I T T
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:Mpattf;_l.ila;ehhcqq. |Tatal Seorad| RAG| Imgect) Likelihood | Total frore RAG| Progress Actipn
. Ongoing budget monlitoring & review MTFR in

Heszidual Hisk Sc

uribey Actions lawded lzreduse Rish

Treat
Saptember

9 7 63 8| 4 32 >

[Treat  |Uialson with Insurance brokers re level of cover
9 7 63 8 3 24 >

‘| . I :Trnt GLL to provide querterly financial reports
9| 6 | 54 7017 >
4

~ |31/03/2024

Teadiinefor Completlon
Actiami -
Exucutive Quarterly
Moniltering

Executive Quarterly
Monitoring
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SR5 Governance & Leadership
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SR5.1 CEO CEO Lack of a clear corporate direction Authority meetings M 1I4Iy Full Authortty Mutlngs Tolerate Set out 3 year plan 2024/25-26/27
| | SMT M Exac Committee x 12
Business Plan 2016-19 M Working Groups
| MTFP to 2024 SMT Waekly Meating Minutes 9 <>
Levy Strategy
| Land & Proparty Stratagy
1 i Lidloime Grinm i — — e —— — s —— —
SRS5.2 CEC CEO Impact on the Authority's powers to raise the Lewy | Stakeholder engagement SMT Weekly Meeting Minutes Tolerate |Set out 3 year plan 2024/25-26/27 Quarterly Menitoring
with resistance from many constituent councils. Clear Budget/Levy Direction LA as needed 31/03/2024
[ Fundead Financial Plan 9 | 7 63 < >
Statutory Levy Raising Powaers ‘
I Chdnnitneineaf | agisiarinn —
SR5.3 HoF HoF FaHure for 2021/22 and 2022/23 accounts to have | External Audit SMT Treat Completion of outstanding accounts 30/09/2024
galn audit assurance Regulations & Legislation M Audit Committee 7 7 49 4 6 2 4 l Publication of draft accounts
LILUME Cansultatizn E External Auditors _Enassment with Edenal Auditors

SR6 Reputation/Communication

Interent ik Yeore Aendusl Rivk Score

| Exietinp Controls Zpurcgal kiurance anau mmnm.l Tanil score: 0G| I'npii:l1 uhi.lhond' Totil Weare | RAG Plu‘ltl'ﬂ.i nmdh [Furthur!.ctmm Newided mmluu Risk

|HoC Impact on Authority's reputation due to service Venue and service communication plans. ' SMT Weekly Meeting | Regular muetlngs wrth Authority business Quarterly Monitoring |
| failure, damaged stakeholder and/or contractor Proactive marketing, media relations, spanker 1/4ly Authority Meetings 7 5 3 5 6 3 1 8 > owners and GLL marketing team to plan and Report
| relationships. |engagement and staksholder angagement | M Exsc Monthly Stakehpider | coordinate activity
1 ! | | — | rentinn P 1 o L. =1 H —
5R6.2 HoC }'Hoc Impact on Authority's reputation due to service Managed via soclal medla, web and digital updates, ;I\TIT"\TilelreLHy Meeting | Treat  |Social medla, digital communications, web Quarterly Monitoring
fallure caused by Covid-19 or any similar pandemic | Media relations, Internal communications, Venuas re-opening group Weekly updates and media relations proactively Report
or infactlous disease, damaged stakehalder and/or |Utll|suﬂor| of new tachnologies, Venue Meetings explaining our position as a result of any
contractor relationships. communications M 1/4ly Authority Meetings Gavernment announcements on Covld19 or
M Exec Monthly other communicative infectlous disease and our
| key business activities such as staged reopening
of vanues.
Ensuring all aspects of customar, partner, club
8 5 40 6 3 1 8 > and NGB eommunications are carried out
Strong llaison with venues, open spaces and
ather parts of the Authority affected by
Coronavirus to ensure comms work aligns with
key business objectives

Regular and extensive internal comms utilising

technologies such as video conferencing, group
chats to keap all staff, furloughed and working

engaged and involved.
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SR? Business Continuity

Razidual Risk Scara
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 Fufver itons Heededto™
N

Inadequate business continuity implementation at  |Emargency Action Planning EA -Annual Audit Letter Treat/  Quarterly Monltoring Audit Recommandations
any (all) sites following natural disaster, IT fallure IT Disaster Recovery Plan 1A Audit Plan Transfer Implameanted
Including Cyber Terrarlam, Flooding, Dissase Business Interruption Insurance SMT Waskly Meating Minutes Furthar tralning and
Outbreak (snimals/humans), Tarrorism. Adequate Cover arrangements exist for Senlor M Exac Monthly testing.
Management LSC Cantractor Risk
Slte DRP & Munagament Plans 6 5 Raglster - alignment re risk
Jolnt LSC Contractor/Authority Training and continulty
Insurance Policles/Funds
General Resarves
H&S Audits
I Working with EA/CRT and othar Local Authorities
SR7.2 CED |cEo Inadeguate pandemic or Infectious dizease Pandemie Plsnning Procedure RD/SMT 1/dly Reports 1 | [ Treat Exacutiva Quarterly Monltoring |H & $ Recommandations,
cD managamant processes in place park wide following Emaergency Pandemic Protocols RD Annual Review Pandemic Implemented Training and
major pandemic outbreak/further spikes in Covid 19  IT Oparational Procedures Procedurss | reviaws of financlal, legal,
or other infactious disease and mora restrictions |A Audit Plan laadarship protocols
including local tier restrictions and national SMT Weakly Maeting Minutes 9 7 63 6 6 36 > Update of communication
lockdowns M Exec Monthly processes Review of
staffing structura to
| continue business

SR8 Environmental Management

b rart Hak Ssare Razidual Riak Soore

Risk Description |,:ﬂ'ki|.1mjcont'rb1i' Yidies B Aasirance f paet, Likehood TatalScoe.
P A ! |

“emgtatign

|. : i . . I AL hﬂﬂfl hl‘.iiuﬁliml Yotal soie m.t!. Hdll_:lll‘: J Furthil Actions feeded tredur=Risk
{PcED Faflure to manage contamination could ba a riskto | Site invastigations carrlad out prior to devalopments M 1/aly Authority Meetings it
‘ usars, this Includes land and/or water contamination & land remadiated. M Working Groups ‘ V

SRE.1 DLED Tolarste 'Ongoing monitoring

Ongoing Monitoring plus
analysis when land
sokd/purchased or

‘ developed

(slso damage to reputation from falling to menage  Site investigations carrled out on some other sites. | M Exec Monthly
contamination) Same sltes monitored. SMT Waskly Maeting Minutes
Sltas closed to publc accass where contamination Is |
|significant.
Contaminated Land Polley 9 7 63 7 2 14 | | <>
| Member Task & Finksh group
Complation of Contaminated Land Strategy & Pollcy
Consultant Site Investigations work completed, |

fnbErant Risk Soora Rasitual Fis

| Cificen(s)
| Responsibla

| beadine for Complelion
Aztiang

_l.n'i: Risk Description -"_Eiu'{llmg Controls 'Spurce of Assuranca 'lmpam Likelihaod  Totat Scora | AG Impact) | Likelikood | Tolal Sgoral RAG Progress Action  Further Actlons Needed to reduce Risk

1CD {SEL e Cantra Legal Advice EC Raports | Planning Approval 31/10/2024
Failure In Strategie Risks 1-8 above in the Prudential Code SMT Weekly Meeting Minutes Business Plan
developmant of the (ce Cantre circa £30m project Feasibility Studies M Exec Monthly Deslgn Team
and Lagal Challenge. Mambar Stesring Group | M 1/4ly Authority Meetings 9 8 7 2 > Engagemant stakeholders, users and local
lce Cantre not operational at agreed date Existing PR/Comms M Worldng Groups community
Feasiblity budget IA Audit Plan
Worldng with LB Waltham Forest |EA Annual Audit Letter
) DCEO Pickatts Lock Davelopmaent Legal Advice "EC Reports Treat  Planning Appraval 31/03/2028
Fallura in Strategic Risks 1-8 above in the Prudential Cade SMT Waekly Meeting Minutes | Business Plan
developmant of tha Pickatts Lock circa £40m project (Feasibillty Studies M Exac Monthly Design Team
and Lagal Challenge Eudsting PR/Comms M 1/4ly Authority Meetings 8 8 64 7 5 3 5 > Engagemaent stakeholdaers, users and local
Feasibliity budget M Working Groups community
Warking with LB Enflakd IA Audit Plan
Planning Advice |EA Annual Audit Letter
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SR10 Implications of implementing Land & Property Strategy

Inherent

fihaod | Tataiscom MAG Program | Action | Fyrther Actians Nesded to reduce ik

—

e far ConpIatic '|1'|
- Akt 1 = el

EC Reports

Legal Advica - Park Act Tolerate |Seek Extarnal Advice incl. Planning Context. 131/03/2024
Reducing Avallable Resources or Increasing future | Park Act SMT Weeldy Meeting Minutes Identify Resources
liabilities L&P Strategy M Exec Monthly Membars Decision.
Land Contamination Strategy M 1/4ly Authority Meetings 2 8 Ongoing Moenitoring.
Medium Term Financial Plan M Working Groups Consultation
| Land & Proparty Working Group 1A Audit Plan
i I i EA Aa sl Biallin | cis i
SR10.2 |peeo HoP Dlspnsall-_l.egal challenge, Ihputam D;mnn, Legal Advice - Park Act EC Reports Treat Seek External Advice where necassary Indl. 31/03/2024
reduced public accass or bio divarsity. Failure to Park Act SMT Weeldy Meeting Minutes Planning Context.
deliver anticipated capital resources through land L&P Strategy M Exac Monthly Mambers Dacislon.
disposal due to the constraints imposed by the Medium Tetm Financial Plan M 1/4ly Authority Mastings 8 7 5 6 3 1 8 Consultation
riparian boroughs/districts and other agencles, e.g,  Land & Property Working Group M Working Groups
green belt/flood risk/contaminated land [ 1A Audlt Plan |
i LFR - Anniial Ssardit | stfar |

SK11 impact of Brexit on Authority

DCED Ho Fallure in Strategic Risks 1-10 above due to changes  Legal Advica EC Reports Treat | Monitor: Potential Land disposal Ongoing

in the Economic and Business dimate brought about MedIum Term Financial Plan SMT Weekly Meeting Minutes Interast rates

by changes fallowing the departure from tha Ganeral/Capital Reserves M Exac Monthby | Third Party investors/ staksholders

Eurapean Unlon Treasury Management Pallcy M 1/4ly Authority Meatings Legal framework
Annual investment Strategy M Working Groups 7 9 63 6 3 6 Pension valuations
Prudential Code 1A Audit Plan
Powar to Lavy EA - Annual Audit Letter
Land & Property Membar Group |

1] LAnnual Triennlal oension valiations 1 - L b S

souive af Asturanie
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